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Introduction

Conclusions

The exponential growth of data storage is a problem that must be tackled in a cyber
realm era where criminal activities are perpetrated constantly. Data acquisition
entails time consuming analysis that demands digital forensic experts. Ideally,
seized devices should be explored immediately due to the potentially urgent need
of evidence to prosecute a cybercrime that could be a matter of life or death [1],
e.g., child exploitation and human trafficking. The shortage of digital forensic
specialists and the eminent backlog of apprehended devices that haven’t been
processed is a burden [2]. However, it awakens the need to automate the analysis
procedure of a digital investigation process model with both machine learning and
computer vision techniques.

Relevant classification to computer forensics is possible with the use of different
pre-trained models that can tag images in a broad range. Labels include gender,
ethnicity, age and adult content detection identification [3, 4, 5]. The mean
absolute error (MAE) for age prediction has been reduced to approximately 3 years
[6], which is highly encouraging research in this area due to its capability of
outperforming age estimations accomplished by humans. In Figure 2 the reliability
of machine learning tools is shown.

Automated machine learning and computer vision-based digital evidence
classification and identification techniques could significantly ease the backlog and
data deduplication methods in a cloud environment could assist substantially in the
creation of a sifted “ready to analyse” image which resembles a sample of the
entire disk drive and is proved to be a subset of the generated forensically sound
image. The extraction of a model of the forensically sound image is compulsory due
to the amount of computer power required to examine a device for probative data
which is a problem that must be addressed when artificial intelligence takes place.

The use of digital forensics as a service (DFaaS) and cloud forensic data
deduplication techniques enable the creation of a sample disk drive which is
considered a subset of a forensically sound image and can be proved to be part of
the original disk image. Using big data to store good know files and bad know files
is valuable due to the ability to trigger faster a warning about implicating files that
are being processed for the recreation of a copy [7]. An entire hard disk
reconstruction is executed in less time on the server side than the whole
duplication of a disk when reading the entire image and creating the bit to bit
sequential copy [2]. The creation of a multithread software that works in parallel
while the duplicate image is in progress allows the files to be analysed and
classified for the ease of carrying out the investigation. Figure 3 depicts the cloud
solution.

In Figure 1, the 3 different hashes corresponding to different stages can be seen
when a whole disk is acquired (a), when a sample is taken (b) and the sample which
is to be analysed (c).
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Figure 3. Cloud Solution with Deduplication & AI Techniques

(c) Sample hash to be analysed
Figure 1. Example of MD5 Hashes for Disk with a Sample

Objectives of This Work
• Determine if the fusion of data deduplication, machine learning and computer
vision techniques can assist a triage process model to alleviate the load for the
forensic investigator and decrease processing times of seized devices in a digital
forensic lab.
• Carry out a performance evaluation of computer vision online tools provided by
Microsoft, Amazon, IBM and Kairos. Include offline frameworks like Caffe and
Weka to gain a better understanding of the capabilities of both frameworks and
how they interact with diverse pre-existing models and newly trained models.
• Train a model that can classify illegal content and predict the output of further
incriminating data that hasn’t been encountered previously .
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Figure 2. Age and Gender Prediction using Caffe [3]

